AHHOTaUUs padoyeil NPOrpaMmMbl TUCUHUIIMHBI (MOXYJIs1)

b1.B./IB.05.01 Ananu3 ys3sumocreii [1O

eau TUCHUNINHBI
Henssmu ocBoeHus auctuiinHbl AHanu3 ys3Bumoctei [1O sBnsercs (opmupoBaHue

npodecCHOHANBHBIX KOMIIETEHUUH OynylHuX CIEeUUaIiucToB B 001acTh MHGOPMAIMOHHBIX

TGXHOHOFHﬁ, d)OpMI/IpOBaHI/Ie Yy CTYACHTOB CHUCTCMHOTO W AHAJIUTHUYCCKOI'0 MBIIIICHUA,

HN3YUCHUC OCHOBHBLIX BHJIOB y;ISBI/IMOCTeﬁ mporpaMmMHOIO 06CCHGLIGHI/ISI, OCBOCHUC OCHOBHBIX

METOJIOB U CPEJICTB aHAJIM3A U YCTPAHEHUS YA3BUMOCTEN IPOIPaMMHBIX pean3aluil.

3axauu JUCHUILIHHBI
OCHOBHBIMI/I 3aJadyaMunu I/ISYIICHI/IH JUCHUIIIINHBI ABJISKOTCS:

e (QopmMHpOBaHHE HABBIKOB 3KCIEPTU3bI

KadyectTBa MW HaACKHOCTHU peaﬂmaunﬁ

MPOrpaMMHBIX U MPOrPaMMHO-AIIAPATHBIX CPEACTB obecrneueHus: nHHOpMalmOHHON

0€30I1aCHOCTH;

e (QopmMHpoBaHME HABBIKOB aHAJIM3a MPOTPAMMHBIX peanu3allii Ha IpeaIMeT HaTu4us

YSI3BUMOCTEM;

® Pa3BUTHUC HABBIKOB OpraHHU3allnn aHTHBHPYCHOﬁ 3alIUTHhI..

(I)opanyeMble KOMIIETCHIIMU 151 HHAHKATOPbI HX JOCTHKCHUHA mo
JAUCHHUIIJIMHE
Kon Coaepxanue Kon u HauMeHOBaHMe MHHAMKATOPA 10CTHKEHUS
KOMIETEeHIIHH KOMIMETEHIINH KOMMETEeHIINH
Criocoben npoBoauTh | IIKC-1.1 - 3HaeT kputepnn oneHKH 3PGHEKTHBHOCTH U
(dhopmanuzanuio Ha/IeKHOCTHU CPEACTB 3aLIUTHI IPOTPAMMHOTO
MpeIMETHOW 00acTH ¢ | 00ECIeUCHHsI aBTOMAaTU3HUPOBAHHBIX CUCTEM;
11EJIbIO cosmanus | I[IKC-1.2 - YMeeT onpeaensars mapaMeTpsl HaCTPOUKH
I1IKC-1 HHPOPMALMOHHON IIPOTPaMMHOTO 00ECTIEYEeHNsI CUCTEMBI 3aIlUThI
CUCTEMBI B cdepe | nHPOpPMAIINU ABTOMATH3UPOBAHHON CHCTEMBI,
npoeccnoHaIbHON [IK-1.3 — Brmageer HaBBIKAMH OIIpE/ICICHHUS apaMETPOB
JeSITeTbHOCTH HACTPOMKM  TPOTPAMMHOTO  OOECIIEYCHHS  CUCTEMBI

3alUThl KHPOPMAIMH ABTOMATH3UPOBAHHOM CUCTEMBI;

I1IKC-2

Crocoben pemath 3amadu
npodecCHoHANTEHON
JICSITENIBHOCTH € Y4E€TOM

TEKyUIEro COCTOSIHUSA U
TEHJICHIIUH pa3BUTHS
MH(OPMAITMOHHBIX

TEXHOJIOT U, CpEICTB
TEeXHUYECKOMN 3aIUThI
nHpopManuu, cered U
CHCTEM nepeaayn

nH(popMaIuu

[NIKC-2.1 - 3HaeT OCHOBHBIC MEPHI 110 3aIUTE
nH(OpPMAIUU B aBTOMATH3MPOBAHHBIX CUCTEMAaX;
[IKC-2.2 - YMeeT peructpupoBarh U aHaJIM3UPOBAThH
COOBITHS, CBSI3aHHBIC C 3aAIIUTON HHPOPMAIUH B
ABTOMAaTHU3UPOBAHHBIX CUCTEMaX. Y MEET PeruCTpUPOBaTh
Y aHAJIM3UPOBATH COOBITHS, CBSI3aHHBIE C 3AIUTON
uH(pOpPMAIMK B aBTOMATU3UPOBAHHBIX CHCTEMAX;
TIKC-2.3 - Biiageer HaBbIKAMHA UCIIOJIL30BAHUS TUIIOBBIX
IIPOTPaMMHBIX CPEACTBA PE3ePBUPOBAHUS U
BOCCTaHOBJICHUS HHPOPMAIINY B aBTOMATU3UPOBAHHBIX
cHCcTEMax.




Conep:xanue pa3aenoB JTUCHUIINHbBI

Tema 1. IlpeanocbliIky BHeAPEeHUsI IPOrPAMMHBIX 3aKJIAT0K

YTBepKIeHHE O 3alIMIICHHOCTH B PaMKax CYOBEKTHO-OPHUEHTHPOBAHHOW MOJETH KOMITBIOTEPHOM
CUCTEMBI. YCIIOBHS JUIsi BHEJPEHUs MPOrPaMMHON 3akiankd. DakTopbl, MeIIaromue T00UThCs
a0COJIOTHOM 3alUIIEHHOCTH KOMITBIOTEPHON CUCTEMBI B peanbHOCTU. [loHaTue skcroiita. [Ipumep
JKCIUIOWTA: ysa3uMocTh cepBuca RPC. ['pynnel THUNWYHBIX — ySI3BUMOCTEH IPOrpPaMMHOTO
obecrieuenus. [lepemonnenue Oydepos. Ilepenonnenne Oydepa B creke. IIpocreitmmii mpumep
nepernoiHeHus: Oydepa. CrienmanbHbIe BCTPOSHHBIC CPEACTBA 3allUTHI OT TiepernoiHeHus 0ydepos B
COBPEMEHHBIX Cpejlax mporpammupoBanus. Security cookie. [Tepenonaenne Oydepa B kyde. [Ipumep
nepenoiHenus Oydepa B kyde. Haubomnee m3BecTHBIC YSA3BUMOCTH, CBSI3aHHBIE C IEPETOIHEHHEM
O0ydepos. DEP. Henocratrku DEP. ASLR. OtcyrcTBHE HEOOXOIMMBIX IPOBEPOK, BBEICHHBIX
JaHHbIX. OkcmodT GetAdmin. OkcrutodT %00. Dkcruokiter Internet Explorer u MSOffice XP.
HekoppekTHbiii koHTeKkcT Oe3omacHOoCcTH. DKot AdminTrap. CucremHble OKHa Ha pabouem
crosie mojb3oBarens. Ycrapesime ¢Gyukiun. Dkcmioit NetDDE. WMF Exploit (MS06-001).
Hpyrue ya3BUMOCTHU. Y SI3BUMOCTh program.exe.

Tema 2. IBoJIo1Us YIrpo3

Bupycel. Uepsu. Khobe (00xon antuBupycHoit 3amutsl). DoS-artaku. MAC-flooding. USB-dmaiu
ataka. Phishing. [Tonmena cy6nomena DNS. Cokpaienust Ha3BaHuit cyonomeHoB DNS. TpostHckuit
koHb. SPAM. Scam. Instant Messaging.

Tema 3. OcHOBHBIE YA3BUMOCTH

Badware. Ataka uepe3 mpoxcu-cepBepnsl. Potentially Unwanted Program (PUP - morenumanbHO
He)XenaTenbHas nporpamMma). Ataku yepe3 WEB-cepBepsl. Path Traversal (slash-ataku). Spyware.
Ataku nyneBoro mus. Adware (Madware) u Grayware. Bsmommmuk maposei. Dialer. Browser
Hijackers. Bot-xkoae. Ransomware, Scareware u Rouge Security (rogueware). Rootkit. Crimeware.
Cross-Site Scripting (CSS). Bznom WEB-npusioxenuii ¢ nmomorpto "orpaBiaenusix’ Cookie. Email
bombing. Clickjacking u likejecking. Araku Salami. XML-60om6a. Pharming. BHO.

Tema 4. lleaeBble aTaku

Tennenuuu cereBod Oe30macHOCTH B IocienHHe Toabl. Vishing. BpenonocHble mporpaMmel,
conpsokernbie ¢ Web. Ciryx0b1 HoBocTeit RSS/ATOM. XSS Scripting. SQL Injection (SQLi). ARP-
spoofing.  ®danbcudpukanms  MexcaiitoBpix  3ampocoB  CSRF.  O0xox  ¢umstpa  XSS.
OkcroHeHnmanbHele ataku XSS. Mcnonp3oBanue (anbcudukamuy 3aroioBKOB 3apocoB. YepHbie
xozbl B Menua-(aitnax. Ataku "Drive-by Download". Yenosek mocepenune (Man-In-The-Middle).
SideJacking. Araka Man-In-The-Browser.

Tema 5. ATaku GUHAHCOBBIX 00bEKTOB

Crapware. Grayware. CKpbITBIe yTpo3bl 6e3omacHocTu. Panbcuukanus nmeH ¢aitnos. Ataku APT.
RFl-ataka. BcraBnenue ypanenHoro daiina. HecaHKIMOHMPOBaHHBIM JOCTYN K MAalllMHAM,
OTKJIIOYEHHBIM OT MIHTEpHeT.



